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API Feature Based Ensemble Model for Malware Family Classification
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92.0%, 28lx AAIEE Td3l= HAE 2852 Random Foreste} XGBoost7} 3.5%°]¢}.

ABSTRACT

This paper proposes the training features for malware family analysis and analyzes the multi-classification performance of
ensemble models. We construct training data by extracting API and DLL information from malware executables and use
Random Forest and XGBoost algorithms which are based on decision tree. API, API-DLL, and DLL-CM features for
malware detection and family classification are proposed by analyzing frequently used API and DLL information from
malware and converting high-dimensional features to low-dimensional features. The proposed feature selection method
provides the advantages of data dimension reduction and fast learning. In performance comparison, the malware detection
rate is 93.0% for Random Forest, the accuracy of malware family dataset is 92.0% for XGBoost, and the false positive rate
of malware family dataset including benign is about 3.5% for Random Forest and XGBoost.
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WS AGPAA APl 55, Z2A|~ WRE,
3 ghe 55 ZUEHE oAf AHE +
Ashe wlolr}). A I =] FA B 29 A
g8 2] $ls sMEEHEdlA SEiEo}(s).
Table 12 dlolg] 4 ZF~ 4 2183 ,
& nd "HaE B4 5o el ol ] vlae|r)

Konrad Rieck 9 49 443 10.07271

e

O_]-
AFEZ ok wlolelx Avira AntiVir(10)e] 2
3 1471 S22 ERsl vs 25 2AE A
B“E} CWSandbox(11) 7} ##3& F53 443
5 dlolefel & T4 BA& St o ==
azlo] Ag=" APl $7S °l%‘ﬂ 3Z5%E API
<} sl gebre s 718530 12]). 71858 BaA
23E AHEE APIC} FelrlE °l T eo=w 54

WEE  FAS SVM(Support Vector
Machine) 5 L5z mds Az
Az BF FGrlels 0.889 5 AHHEE v ws}
Ah(5).

Bowen Sun ¢ 4% VirusShare(13)Z4-¥
65,536 7]]34 01—/\4-—41:3 Q‘i"}iﬂ‘:} OPH:H: Jﬂulﬂ
EHE 93 o B A9 e e Y
= Kaspersky(14) 715S A43ch. 4% dlo]
B F PE dd7t gle d4I=E AQlsta F 97l
% w5 AE A vlelE st
EA4 3, ojALEe 7wt A 471, PE 7vF £4
£ HE S A 2 A
Ao EAE 247171 913 Random

Table 1. Comparison of related works

Ref. No. of | No. of Feature Acc.
data classes
(5] 10,072 14 AP, 88.0%
Parameter

(6] | 65,536 9 OP code 93.0%

Assembly,
keyword

(8] 210 2 API 97.0%

(7) | 22,741 9 99.0%
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Data Input Preprocessing Feature Extraction Model Learning Evaluation
Disassembly API Cross Validation
Raw Data o
API Filtering API-DLL XGBoost Confusion Matrix
Bina ilteri

Fig. 1. Malware family detection process

Forest(15)2 &4 ¥WEE 424740, +7 A&
H|E $]8] Bayesian, Random Forest, SVM,
ot AA  Eg(decision tree), k*nearest
neighbor, AdaBoostE 73t Ag A 53
ZZ0] FIE 9lZdlglon, Ex A9 E‘,T_
o4l Random Forest’} ¢ 0.93°.% 4
e = (N

Mansour Ahmadi ¢ 3% Malware
Challenge dlo]e] Al(16)el XGBoost(17) ®A|
2o sh5S Ag3lolrt. dARE s dlolEelA
A2 EA4L F8) nlelE sk 54 5709} tzeiAl
2] 7|4k A 8E Addste] 137 543 23l
U EH O Aes WrkEd dde aARF

(cross-validation) o2 =it g A

r M
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T
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o ¥ @ o

®FEl 544 0.95 olde] R AREE B
on RE ExS I H]O]Hi T4 A 0.999] %
e A5E Rudch7

Veeramani R ¢ 1942 30070 A =272
3} 210709 oA ii:L%Hé FAE BF FAE
A8tk IDA(Interactive  Disassembler)
Pro(18) =7 o]&s3] Fu]" dlo|g]le] ojAlEe]
FE2 AAE oAl I TEF APIE
-%‘%M——U‘] i AL _,40]] qulq. obx) ELEHAO]]
FHE" APIE AAS SAow A8 Ax=
API 5749 n-gram -TLZ& Ao setvlE
n=1.2,.4 <« 4% 94 ]ﬂﬁﬂu}, e o
yelEes SVMES ‘dE—“I }"4 1-gra
0.97¢ A== 5] /Mg 5 2}‘%‘ﬂr[

E7e]

Il . I."0|- =13=E|

—- o-d

A TE B 2o & AL dloly] A
(data preprocessing), SA FZ(feature
extraction), =9 38hF(model learning), =9
H7Hmodel evaluation) ©AE A&3cH(Fig

U AP 7P SRS i el S

Aol we} 7)st
3.1 o[ ZH|

g A7 (19) 02 5E 102,963 A=
<} 040—1——— ﬂ JHE gndo oF &5 %3—11]-‘4
FAHAE Aosr] Sls] qre] mpolasn AT Ego
Kaspersky(14)¢] 55 AH-8lch 102,96371
dlelE] 5 Kaspersky7} A4 =Rzt et
gk 30,32470¢] dlelel= Al A ZT). dlo|el7} Wl
FAE sde 57HE ARt a5 dole] F
44373712 “generic’ 719 =7} r3hsl
Kaspersky #lgt “48 0131 »LH“”?/M] J‘Eﬂ%‘—;— 23}

Eq xlq}ow A M?ir:‘r 10,00074¢] AAz=S 2

A AR F odlelele F 38.2667H0] 7
Table 29} 7t}

Table 2. Dataset for malware family classi-
fication

Nim?;e No. of data Ratio
Adware 8,412 21.98%
Trojan 7,134 18.64%
Downloader 8,654 22.62%
Virus 2,692 7.03%
Backdoor 1,374 3.59%
Benign 10,000 26.13%
Total 38,266 100.0%

3.2 HIOIEf Mz

APIE &3} o
HA 2 PE T

W2 272 3= glc)
Z2] TAT(Import Address Table)
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29| 7FsAdo] ot HlolH 344 (data sparsity)
ok o= it Ake] B4 @™ dee] dlo]
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3.3.1 APl

API 542 APl 3+% 7|52 Hel=)d
T EAolr), I orH HHE 98

A3 s ZEFof arh21). F 1, A4
sod xS ZEAAE AAS] flEA
"CreateProcess” Z-& APl 32 3Z374 o
Ea A BAE s] $l8l "WSAStartup” &
F5 3E JEE S5 7S 918 el
A 2 AREElE APL 555 HA43te] & 49,158
T APZF ARSEQdch AA AR WEs)
0.10% ]l APIE Al®ste] Table 33 %ol
218709] AP %2-& PAsllch #5381 AP} %
Zol] EAlskA] ekom Aeje 54 WES] A& 5

Table 3. APIs frequently used in malware

No. Name Frequency Ratio
1 GetLastError 552,535 2.20%
2 GetProcAddress 349,623 1.39%
3 CloseHandle 330,714 1.31%
4 SendMessageW 307,877 1.22%
5 LeaveCriticalSection 286,195 1.14%
6 SendMessageA 266,766 1.06%
7 EnterCriticalSection 259,806 1.03%
8 RegCloseKey 224,691 0.89%
9 MultiByteToWideChar 217,928 0.87%
10 IstrlenW 211,035 0.84%
11 WideCharToMultiByte 207,674 0.83%
12 IsWindow 206,868 0.82%
13 WriteFile 196,323 0.78%
218 PostMessageA 24,634 0.10%
Total 15,600,880 61.97%
i s
3.3.2 API-DLL

API-DLL 574 ebdzsea] wis] A4
DLLS 7|5Fe2 e g3t & A=, DLLE v}
o)|ARATE YESo4] Algste £2 glo]HE)E)
2 YEY=, Wre, ZIAA S Aol 5 gl
Fpe AT} IFoqA QRS ZIZAHAE
AR} VBT Bl arD ALeEl] 98 YEe
oAl AFsh= DLLe] AME=Ich sl A8
APIZ A7) 93] $4% JAz= dgolg g
dA wie AR8ElE DLLE #43ch Akgd

Table 4. DLLs frequently used in malware

No. DLL Name Frequency Ratio # APIs
1 KERNEL32 10,799,529 42.91% 947
2 USER32 7,268,561 28.88% 663
3 GDI32 1,695,760 6.74% 333
4 ADVAPI32 986,327 3.92% 374
5 OLEAUT32 894,541 3.55% 152
6 MSVBVM60 751,166 2.98% 204
7 OLE32 382,779 1.52% 159
8 COMCTL32 321,401 1.28% 33
9 MSVCRT 208,191 0.83% 190
10 SHELL32 180,044 0.72% 139
11 QT5CORE 175,359 0.70% 3
12 WS2_32 125,505 0.50% 109
13 WININET 96,148 0.38% 124
14 GDIPLUS 91,759 0.36% 332
15 SHLWAPI 68,326 0.27% 239
16 WSOCK32 64,141 0.25% 39

Total 24,109,537 95.79% 4,040
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DLL®] AA e 1.2767H0]w AHg- Hl=r}
0.25% o4l DLLS A9s| Table 49} 2]
DLL &% FA3c. 228 A= DLLAAA
A APT $F+= & 4.040 72 el F
=% AP} el 559 DLLO] Al =
APTel™d Aol 54 wleje] A4S 43t

3.3.3 DLL-CM(Call Matrix)

DLL:> 54 zloluefe|=y I=dd APIE X3
ot M FE ARk o2’k DLLS Z2agd

A7 APIE AR ojdlEe] Z= o API
3% 4= DLL =% M= Wdte] rlgsi
DLL-CM(Call Matrix) §4-2 Z&73] DLL
o] 3% WAE w54 FF o]del DLL
79 A% D= {dy,dy, ....dy} & APl AR

OE, \‘SL'

F

¥

ko 71 A3 DO 94 d,(1<i< N)e
DLLelt}. ofAEE] FEdA DLL 3% <4
S= <$17523"'35L>’§‘ FE3} 1714

s;(1<j<L)e j 94 %" DLLeH,
$;€ Deltt. 2% DLL 2% T4 SeA
G={(sps;01)1=j<L—-1}% Axr}
2-gram T2 G +£A47F EAss HEA A 2
7Hel AA_E el W3t 23 AR Ak

xenweLs: e 7
vseraz {7 57 4

QTSCORE
ws2_32
WININET
GOIPLUS
SHLWAP!

wsveat 10}
setrs2 Y

Algorithm 1 DLL-CM Algorithm

1: procedu_re DLLCM(D,S) © Where D - DLL set, S - DLL call sequence

L « length of S
N+ length of D
Initialize matrix M[N][N] to zero

pe 0

t+0

i+ 0

whilei < L -1 do
p« Sli]
t Sli+1]
M{p|[t] < M[p|[t] +1
it 1

return M

32 =

2 o ak L

+

(B OERL o

=

Fig 3& 2@~ W DLL-CM 574 3%
7HA 8RR ddelet. <dAke e A 3EH DLL
ojnf, g2 t}&ol| 5% DLLE veRich A4
16719] DLLS 54 T4l AH83l 949 z27l=
256(16x16)°]tt. AAke] A o] F45F w59
AE PAL Wzt b QAo gRE DLL 3%
E 243& v Kernel32, User32, GDI32
DLL®] AHg- w]5o] #Eoker 29~ W gkl A

Fig. 2. Pseudo code for DLL-CM

A

tio

fm
ol
=
<t
o

A Zo] AFAE et ¢
el (s558;41)& NXN 7719
Hiz AR did #xe g da

14 S7HIA 2—gram TEE 27 gER

Shs
1T

rjzr

BN o

2

K

i

skglcl. Fig 25 DLL-CM EAL Fjsls &

m1o

EAget. A g9l 54 DLLE 2E3

DOWNLOADER

ADVAPIZ2
OLEAUT32
MSVBYMGO

SHLWAPI
] wsock3z

Fig. 3. Average number of features per class for DLL-CM
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i)
L
)

thg dPSfollA FL DLLS oA 253 4 o2 Ao}t TP(True Positive)= HANIEZE
S7F WA vehde | F1 54 A A oA 8 hkEA 78 dlele] 4+, FN(False Negative)
H3t s ng o] SAo] EA . —3— AAFES IR BRI deld
FP(False Positive)®= I =E AYI=Z &
3.4 EZ| 7|8t qAE shy LdA|E 73 dlele 4, TN(True Negative)< dAZ=
5 gnlEA —cvﬁi dlole] & enigc} =4 3
ot FE S S8 ik AA Ee dwe]Est 7kl Ae Hx=2A EF A= ACC(accuracy
E8l b e daeiesl XGBoostef ¢} ¢&HE FPR(false positive rate)s& ®]aghct
Random Forest® AHg-gtc}. oA} 2A Eg] o4 2E Aave AA goleda] Ads L85 o)
T2 TF doJHEY Y FHaE BRE 5 sie Bl v]&S yehe o] oubdel BF Al5S
HAE Ao w Aol A Zo|wg EE T4 ST ¢ Yok 1), L2E S AAIER B
. HAo BHE S 5 e $4 AHs elolefell ] Al etz el dlo|e]e] Hlgoln ob4
7] 98l AX S (information gain) Wl <l F= g7 BdofA T2 AMEE= AT HZo|vh(A]
ERIE o] 83} H2E delele A% B2 2).
=0 -/ qfAd w2t Hrld k== w5 g AR md Sy 2RE 34 gdweZe e
" s 3R Fee e de = A4 opp A4 ER] mEle Ef] Aol
XGBoost+ #2H(gradient boosting) 7| 152 3t T odAlE mde] Ea] 4= 507 Eg
= AHRE = darElgelth. XGBooste HH 9 Zol& 15, 54 ukgd HlEL 50.0%2 44
o 37 == 7A"n 7le7] s (gradient o}, 7} W 5-4] Ak kS ARgEch
descent) A3} dug]ES o]&s FHCH1T).
de] dolHE 27|13t F o] HolHES 5ASR & ACC = TN+ TP 1
File §F 7Y S5 DA ol ER TN+ FP+FN+TP
g 72 Erle] Hvld k=2 s aeng
S A4 Eelel BPlY kEE B R SR N -
TAEH 2TVt BeTE o] A stEe 7ol Pt TP
olth. XGBoostE 7 e 3|7 2dlg Apgsly
oA|ut Bl A A AFEE Exle] Z2awE BAsl Table 5. Confusion matrix for malware detection
G olol 7 A3 s el o855 it Predicted
Random Forest "élﬂﬁﬁ oy 7ol ¢} A Benign Malware
4 E2E 943 the 4 Eel9] A3 A3} Feld Eywrom ™ ™
MR B A dehd Feam 5 Actual 1 are P ™
(15). <4 24 =219 o4 A 94 54 432

22 Adsl= w7 (bagging) 7S whEr}, Als al
v. e ¥ E

I
1o

TAE R 54 doleE ARt o] AFET| 2u]E ol tﬂolEii—t,‘—Ei APL APLDLIL
HE gt dlole] ] A o] s @l AL A DLI-CM E4< =23t Table 65 =49 3
A =ele e sk gk AR el 91 n)ao]ch API—DLL DLL-CM, API %4tz
Random Forest: 2 3 dlolg]d] tia] 57 . ' ,

el ZA et APIS] §4 Adlge <
0.44%0°1™, API-DLLS] &4 A& <F 8.22%
olth. 1,276 % DLLS 2-gram¥ 16 % DLL2
2 744 DLL-CM9| A1 wjugls o 54 A
HE520.02%°] ¢ G2 A AdgER EAE

oab A" E(DT), XGBoost(XGB),

dlSo] =4 -2 ATl BaE et
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Table 6. Dimension of selected features Table 9. ACC performance of 6-class classi-
. . fication
Feature Dimension Rate(%)
API 218 0.443 ) API- DLL-
API-DLL 4,040 8.218 Algorithm | AP DLL oM | A
DLL-CM 256 0.016 Train | 0.948]  0.952] 00937 0.946
DT Test 0.867 0.867 0.845 0.860
Random forest(RF) g daeE 2 5 Time 0.570 5.763] 0.435] 2.256
- - Train 0.950 0.965 0.933 0.949
2] ne A3t &< X718 Bl
oﬂ ‘I}E} g} H ]LE Lu—”‘ ]— XGB Test 0.897 0.908 0.871 0.892
Table 72 Xé*ohjr A& FiEhe oAl EF EA Time | 26.748| 107.742| 28.579] 54.356
o gt e 4= nlaoln] Table 8& oMz Train | 0.950]  0.960] 0.941] 0.950
RF Test 0.893 0.903 0.870 0.889
] B malo] Ehe A
Ae|E ke v 2 2Ale ASE AT v Time | 8.702] 85.230] 6.280] 33.404
solch  ¥F FACA 54 8RR A5 o
FANS) 25 AR E 3] =2 7 .
0.90 oo wdhAl vehyrh. SAel = 4 Table 10. FPR performance of 6-class classi-
gdx+= API-DLL, API, DLL-CM &# o= fication
$%31.o0 API-DLL S74o] t}2 S4uct gahe T
7F 7P E=9kA R 2Fde] =o) <y AI7ME A & Algorithm API DLL oM Aveg.
o g
f 28 Hsie oy | Train | 0011 0.010[ 0.016[ 0.012
Table 99} Table 102 AAFZE=E F3hsl= <o Test 0.045 0.044 0.049] 0.046
N e s o] BEsie SAd] dia B Train | 0.008] _ 0.009] 0015/ 0.011
;HE E]L | ERshe ; ikl ]# ] iCSE} XGB Trest | 0.033]  0.030] _ 0.043] 0.035
FPR ¥4 Aseltt. 5709 A z= Az &7 g | Train | 0.008]  0.007 0.010[ 0.008
sl Alg Astnc AEws)l oF 4.0% YA 2AH Test | 0.038]  0.031]  0.043] 0.037
olth. exrge] A4 wE SA6A 0.05 olake] A . u
w _ \:’t o o 7 t‘s
¢ mgled APIDLL Ao ggm  XOBoost wilel el 7hy Ao Table 10).
Fig 4+ API-DLL 5A22 sh5El XGBoost
Tpable 7. 2-class classification performance 2do] 2R Ao UE A3E w3 PE = v|jwgt
ok BF Aee MY “H Backdoor a2l
. API- DLL-
Algorithm API DLL oM Avg. 4] 53.15%. Virus S 2olA] 46.45%2] SBF
Train | 0.970 0.973 | 0.965 | 0.969 7} sldel. Backdoor®] 45.9% dleleli= Trojan
DT | Test | 0.917 0.918 | 0.897 | 00911 % 93E w3 Viruse 30.3%% Benign,
Time 0.642 6.762 0.500 2.635 5 B = <
2 9 o] A= &<~
Train | 0.973 0.979 | 0.959 | 0.970 11.0%<= Trojan® A Hsleh. A o
XGB | Test | 0.935 0.941 | 0912 | 0.929 ol Fela B73 EA7} 9len Backdoor
Time 6.233 25.287 6.373 12.631
Train | 0.973 0.975 | 0.968 | 0.972 v 8 . B
RF | Test | 0.936 0.938 [ 0.915 | 0.930 g F 2 5 5 8
Time | 9.815 101.888 | 6.749 | 39.484 A S S S 2
adware
Table 8. b-class classification performance N
ackdoor
. API- DLL- 0
Algorithm API DLL oM Avg. % benign
Train 0.964 0.970 0.961 0.965 E
U downloader
DT Test 0.907 0.916 0.899 0.907 <
Time 0.357 3.206 0.229 1.264 .
Train | 0.964] 0.976] 0.957] 0.966 roren
XGB Test 0.923 0.935 0.909 0.922
Time | 16.880| 68.607| 18.176] 34.554 s
Train 0.965 0.973 0.961 0.966 Predicted class
RF Test 0.922 0.932 0.910 0.921
Time 5.022| 44.284] 3.298] 17.535 Fig. 4. Confusion matrix of XGBoost model




538 e de $HE A9

9} Virus e dold 471 4L mlo]y Fefix
o]7] el s Aol o] 2ol Aol
Ao M) w3 Y9S THstE API 7wt
EA)A Trojan SHHZE7} Falele thekgh &9
7} A FE e 7t fARE B o RFl WA

@ Aoz A

v. &

rhu

B E=vddAe JAdFzsse AIze
A wds] AMeElE DLLIE APl 228 A%
API, API-DLL, DLL-CM E4¢] 281& 2
o} FH|E 54 wE 2 o} A% B ndy) ot

5 wdllS kA7) duks)l AsS v)as

]
A5, Agle] ol 5
Aoz Qg F4%

SR EISE EEP] =
A wels SAe) WE BF Asue egE

alaslel, ¥ Astel dig A 42 B

a4 e W dolg] Frel AZy Ao
ajr}.

API 574 7]k &2 =2l AP
Aefaof ghr}, A= A
A= API 3 o] Fo] W
A AFEElE APIE WHASY wWiAE API 34E

Ge) S5 gl7] el FAHE 5 glol 29
2ol Aigle] B\2aAleh meby g4 2R 4]
2 g6l $AAs AHe 283 o 2

9] FeplEl7} A &A o2 JAlE]efo) gl
References

(1) Symantec, "Symantec internet secu-
rity threat report,” ISTR-23-2018,
Symantec, 2018.

(2) P. Vinod, R. Jaipur, V. Laxmi and M.
Gaur, "Survey on malware detection

methods,” Proceedings of the 3rd

Hacker’s workshop on computer and

internet security, pp. 74-79, Mar.
2009.

N. Idika, and A.P. Mathur, "A survey
of malware detection techniques,”
Purdue University, Feb. 2007.

A. Patcha and J.M Park, “An
overview of  anomaly detection
techniques Existing solutions and
latest technological trends,” Computer
networks, wvol. 51, mno. 12, pp.
3448-3470, Aug. 2007.

K. Rieck, T. Holz, C. Willems, P.
Dussel and P. Laskov, "Learning and
classification of malware behavior,”
Proceeding of the International
Conference on Detection of Intrusions
and Malware, and Vulnerability
Assessment, pp. 108-125, 2008.

B. Sun, Q. Li, Y. Quo, Q. Wen, X.
Lin and W. Liu,
classification method based on static
feature extraction,” Proceeding of the

3rd IEEE International Conference on

"Malware family

Computer and
Communications(ICCC), pp. 507-513,
Dec. 2017.

M. Ahmadi, D. Ulyanov, S. Semenov,
M. Trofimov and G. Giacinto, "Novel
feature extraction, selection and
fusion for effective malware family
classification,” Proceedings of the 6th
ACM
application security and privacy, pp.
183-194, Mar. 2016.

R. Veeramani, and N. Rai. "Windows
API based malware
framework analysis,”

the International

conference on data and

detection and
Proceeding of
conference  on
networks and cyber security, Vol. 25.
Jan. 2012.

M. Sikorski and A. Honig, Practical
Malware
guide to

Analysis: the hands-on

dissecting malicious



A H 10 553

4] (2019. 6)

539

software, No Starch Press, Feb. 2012.

(10) Avira, “avira antivirus for windows’
https://www.avira.com/en/free-antivir
us-windows, Jan. 2019.

(11) C. Willems, T. Holz, F. Freiling,
“Toward Automated Dynamic Malware
Analysis Using CWSandbox,” IEEE
Security and Privacy, vol. 5, no. 2,
pp. 32-39, Apr. 2007.

(12) G. Hunt, D. Brubacker, ‘Detours:
Binary interception of Win32
functions,” Proceedings of the 3rd
USENIX Windows NT Symposium, pp.
135-143, Jul. 1999.

(13) VirusShare, “virus share” https://viru
sshare.com/, Jan. 2019.

(14) Kaspersky, 'kaspersky lab” http://ww
w.kaspersky.com/, Jan. 2019.

(15) L.  Breiman, “Random  forests,

Machine learning, vol. 45, no. 1, pp.
5-32, Oct. 2001.

o] d
2017‘4 24
20194 24:

19974 24:
19994 24:
20189 39 ~&A: SZosta 2o
AR 71Ass, WEAe, $8

= A
W 24
d 24
d 24
20034 3
@A 7179

Wayne State Uni

He, e,

(M Xp200)
(Hyunjong lee) X34

s ek ZiE At 24
g Lz e ot} At

39 ~3A): St s

(16] R. Ronen, M. Radu, C. Feuerstein, E.
Yom-Tov and M. Ahmadi, "Microsoft
Malware Classification Challenge,” arXiv
preprint arXiv:1802.10135, Feb. 2018.
T. Chen, and C. Guestrin, "XGBoost:
A system,”
Proceedings of the 22nd acm sigkdd
international conference on knowledge
discovery and data pp.
785-794, Aug. 2016.

C. Eagle, The IDA pro book, 2md Ed.,
No Starch Jul. 2011.
Malwares.com, ‘malware.com” https://

scalable tree boosting

mining,

Press,

malwares.com, Jan. 2019.

Radare2, ‘radare2” https://rada.re/tr/,
Jan. 2019.

Windows API Index, “Windows API In
dex” https://docs.microsoft.com/en-us/
windows/desktop/apiindex/windows-ap
i-list, Jan. 2019.

20194 39 ~alA): AelAlel bl &l s o) d7al
@ARoR 71AS, HEAe, J4Ae)

o] A4 & (Seongyul Euh) #34
oldigta e gty &4
oldigtn e e Al

2mEgolsta} uhAkE

3 qlalg];ﬂi

d (Doosung Hwang) A3
D Egdista AatEAs e £4)
e o g P O Y S R

v. AFE T uha
= = o5} 3
A7)







<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 1200
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 1200
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


